LEGAL ARTICLE

Whoops!
ou’ve Got Maill

By Robert C. Port

ith aclick of the mouse, your oppo-
nent hasinadvertently e-mailed to you
amemo outlining case strategy, a
summary of the weaknessesin his case,
r other highly sengitiveprivileged and
nfidential information. Or perhapsyou
are the unlucky sender of such information to your opponent.
Asthe sender or recipient of such obvioudy misdirected e-
mail, what areyour professional and ethical obligations?
Both the unintended recipient, aswell as the attorney
responsible for the disclosure, face a number of competing
professional and ethical goalsand obligationsin determin-
ing the course of action that should be taken once it has
been discovered that confidential information inadvertently
has been disclosed. The sender has breached his duty to
preserve and protect his client’s secrets and for doing so,
he may face aprofessional liability claim from hisclient.
The attorney who received the misdirected e-mail now
hasinformation which might be very useful in zealously
representing his client, but which he might not be able to
use because of his professional and ethical obligations.
Although research hasfailed to uncover Georgia cases
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directly addressinginadvertently misdirected e-mail, anumber
of casesand ethics opinionsfrom Georgiaand other jurisdic-
tionshavededt with counsdl’ sresponsbility when mail, faxes,
and other privileged communicationsare misdirected to
opposing counsdl. Theseauthorities provide useful andytica
mode sfor determining appropriate courses of action for the
sender and recipient of inadvertent e-mail disclosures.
Thisarticleinitially considerswhether e-mail isan
appropriate method for transmitting privileged information.
It then examinesthe various professional considerations
and ethical obligations that the sender and the recipient of
an inadvertent e-mail disclosure must evaluatein deter-
mining what course of action to take following the inad-
vertent disclosure. This article also discusses the manner
in which courts and state bar associations have addressed
the question of whether an inadvertent disclosure of
confidential and privileged information constitutesa
waiver of the attorney-client privilege, thus permitting the
disclosed information to be used by therecipient. Finaly,
consideration also is given to the precautions an attorney
should consider taking when using e-mail, and the possible
exposureto malpracticeliability for inadvertent disclosure.
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Should Attorneys Communicate

by E-mail?

Anattorney’sethical and professiona obligations
require special consideration of whether e-mail isan
appropriate method to communicate with clients, co-
counsel, experts and others on matters that are subject to
the attorney-client privilege. Theability to communicate and
send documents and other attachments instantaneously and
with minimal cost has made e-mail an essential part of law
practice, but aswith many new technologies, e-mail isnot
without risk, including potential malpracticerisk. Bothan
attorney’sduty of confidentiality and the attorney-client
privilege require counsel to exercise reasonable care to
avoid disclosure of aclient’s secrets and confidences. Is e-
mail asufficiently secure means of communication to fulfill
these ethical and professional obligations?

Although some of theinitial commentary on theissue
of e-mail security concluded that e-mail was an inappro-
priate means of communication of privileged communica-
tion,* current analysis does not find fault, per se, with an
attorney’s use of e-mail for this purpose.? The American
Bar Association (ABA) specifically concluded inits
Formal Opinion 99-413 that “alawyer may transmit
information relating to the representation of aclient by
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unencrypted e-mail sent over the Internet without violating
the Model Rules of Professional Conduct (1998) because
the mode of transmission affords a reasonabl e expectation
of privacy from atechnological and legal standpoint.”
The ABA concluded that e-mail posed no greater risk of
interception or inadvertent disclosure than other types of
communication, such asmail and telephone, in which the
parties have a reasonabl e expectation of privacy for the
communicationstransmitted.* Thisconclusionisconsis-
tent with numerous state bar association opinions.”

The State Bar of Georgia has not formally addressed the
issue of the use of unencrypted email, but, the Formal
Advisory Opinion Board of the State Bar of Georgia re-
sponded to arequest from its Computer Law Section for the
issuance of an opinion asto “whether unencrypted electronic
mail may be used to communicate with clientsregarding
client matters.” ® The Formal Advisory Opinion Board
declinedtoissueaformal opinion, but stated unofficialyina
September 1999 |etter to the Computer Law Section that “in
view of thecriminal consequencesfor intercepting el ectronic
mail correspondence of others, alawyer would clearly be
justified in concluding that correspondencewith aclient by
electronic mail would be confidential and that the use of such
electronic mail in communicating with aclient would not have
disciplinary consequences.””’
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Overview of Competing Ethical and
Professional Obligations to be
Considered In the Event of an Inadvertent

Disclosure

Both the attorney who accidentally sends a confiden-
tial e-mail to his opponent, aswell asthe receiving attor-
ney, areimmediately faced with competing ethical and
professional obligations. Attorneysarerequired to “main-
tainin confidenceall information gained in the professional
relationship . . . including information the client has
regquested to be held inviolate or disclosure of which would
be embarrassing or would likely be detrimental to the
client.”® Indeed, counsel has a statutory obligation not to
disclose confidential communications.® Thisisthefunda-
mental principleintheclient-lawyer relationship® that
requires an attorney to protect his communications with
his own client. By sending the misdirected e-mail, counsel
has arguably breached this requirement of confidentiality.

Both the sending and receiving attorney must “ zeal -
ously assert” hisclient’sposition.** By misdirecting
confidential e-mail, the sender arguably hasfailed to
zealously protect hisclient’sinterests. In contrast, the
attorney receiving the misdirected e-mail, also having a
duty to zealously assert his client’s position, may now have
access to information that can be used to further his
client’ sinterests. Some authorities argue that in carrying
out the obligation of zeal ous representation of aclient,
counsel should be entitled to take advantage of any error
or mistake by an opponent.”? In a case of inadvertent
disclosure, it isthe disclosing attorney who arguably has
breached his obligation to preserve the confidences and
secrets of his client, and perhaps he ought to suffer the
consequences of doing so.®

The unintended recipient of an email must also
consider prohibitions against conflicts of interest.* If an
attorney is placed in the position of trying to cure his
opponent’s mistake or to protect his opponent’sinadvert-
ent disclosure of privileged communications, then he may
be faced with the possihility of taking action that may be
in direct conflict with the interests of hisclient. Such a
conflict raises additional professional and ethical dilem-
mas, since the attorney’ s response to his opponent’s
inadvertent disclosure may create a conflict with his duty
of loyalty™ to hisclient and possibly require hiswith-
drawal from representation of that client.”® Nevertheless,
if the recipient attempts to use such inadvertently dis-
closed information he may cause the disclosing attorney to
move to exclude the evidence" or to disqualify receiving
counsel,”® which, if successful, may cause harm to the
recipient’sclient.

On the other hand, the unintended e-mail recipient must
insure that he executes his duty of zealous representation
concurrently with those dutiesimposed upon himas“an
officer of thelega system and acitizen having specid
responsibility for the quality of justice.”® Assuch, heis
expected to act in amanner that promotes public confi-
denceintheintegrity and efficiency of thelega system and
the legal profession. Indeed, the Georgia Code of Profes-
sional Responsibility’s Canons of Ethics exhorted attorneys
“to conduct [themselves] so asto reflect credit on the lega
profession and to inspire the confidence, respect, and trust
of ... clientsand of the public; and to strive to avoid not
only professional impropriety but also the appearance of
impropriety.”® The new Georgia Rules of Professional
Conduct, which replaced the Canons of Ethics on January
1, 2001 include similar aspirational directives.

ABA Pronouncements Concerning the
Obligations of a Recipient of An
Inadvertent Disclosure

In 1992, the ABA recognized that advances in tech-
nology had madeit “morelikely that through inadvertence,
privileged or confidential materialswill be produced to
opposing counsel by no more than the push of the wrong
speed dial number on afacsimile machine.”? In Formal
Opinion 92-368, theABA considered such inadvertent
disclosures and opined that “[a] lawyer who receives
materials that on their face appear to be subject to the
attorney-client privilege or otherwise confidential, under
circumstances where it is clear they were not intended for
thereceiving lawyer, should refrain from examining the
materials, notify the sending lawyer and abide the instruc-
tions of the lawyer who sent them.”? More recently, the
ABA Ethics Commission on Evaluation of the Rules of
Professional Conduct (known as“ Ethics 2000 Commis-
sion”) has proposed amodification to Rule 4.4 of the
Model Rules of Professional Conduct in order to address
the obligations of an attorney who has received an
inadvertent disclosure of confidential documents. Pro-
posed Rule 4.4(c) provides that “alawyer who receives a
document and has reason to believe that the document
wasinadvertently sent shall promptly notify the sender,”
but it omitsthe requirement of Formal Opinion 92-368 that
the receiving lawyer abide by theinstructions of the
sender, thus leaving it to the attorney who made the
mistaken disclosure to take whatever protective measures
he deems appropriate.* In its commentary to Proposed
Rule 4.4, the ABA Ethics Commission 2000 further
observed that other questions raised by the disclosure,
such as whether the original documents must be returned
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to the sender, or whether the privilege has been waived by
the disclosure, are questions of law beyond the scope of
the proposed Rule.® The Commission Reporter’s expla-
nation of the proposed changes to the rule further com-
ments that alawyer who voluntarily returns a document
unread “ commits no act of disloyalty by choosingto actin
accordance with professiona courtesy.”®

Court and State Bar Ethics Rulings

The courts and bars of the various states have reached
differing conclusionswhen considering theissue of whether
an inadvertent disclosure should be treated as awaiver of
the attorney-client privilege, thereby permitting the recipient
to make use of theinformation disclosed. Initialy, it appears
that the majority of courtsrequire the receiving lawyer to
notify the sending lawyer
that documents which
appear to be confidential
have been disclosed.”

In considering the
iSsues, some courts
havefollowed ABA
Formal Opinion 92-368,
or reached conclusions
that are consistent with
that Opinion. These
courts generally have
evaluated the mistaken
disclosure under a
subjectiveanalysisto
determine whether
there was an intention
to waive the attorney-
client privilege.® The
United States District
Court for the Southern District of New York observed that
thereisa“twofold rationale” behind thisview.® “First, . .

. the privilege belongs to the client, so an act of the
attorney cannot effect the waiver, . . . [, and] [s]econd, a
‘waiver’ isby definition theintentional relinquishment of a
known right, and the concept of a‘inadvertent waiver’ is
therefore inherently contradictory.”®

Other courts, however, have taken a strict objective
approach in determining whether an inadvertent disclosure
constitutes a waiver. Those courts have held that any
inadvertent disclosure of privileged documentsisawaiver
of the attorney-client privilege, notwithstanding theclient’s
subjectiveintent.® Still other courts, and perhapsthe
majority,? have undertaken abalancing analysis, consid-
ering a number of factors to determine whether the
inadvertent disclosure waives the privilege.® Such factors
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must “zealously assert” his client’s
position." By misdirecting confidential
e-mail, the sender arguably has failed to
zealously protect his client’s interests.
In contrast, the attorney receiving the
misdirected e-mail...may now have
access to information that can be used to
further his client’s interests.
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include (1) the reasonableness of the precautions taken to
prevent disclosure; (2) the time taken to rectify the error;
(3) the scope of the discovery; (4) the extent of the
disclosure; and (5) the overriding issue of fairness*
Ethicsopinionsfrom state barsare similarly divided.
The ethics committees of most state bars agree that an
attorney who receivesinadvertently disclosed confidential
information must notify the other lawyer.® However, the
various state bars have conflicting thoughts on the duties
of the receiving attorney thereafter. For example, the
Legal Ethics Committee of the District of Columbia Bar
held that it would not be improper to retain and use
confidential documentsinadvertently sent by opposing
counssl, if it was not facially obviousthat the documents
were confidential, and the recipient had to read the
documents before determining that they were not intended
for him.* Nevertheless,
if the recipient knows of
theinadvertent disclo-
sure before the materi-
as are examined, then
he must return them
unread, and may
commit an ethical
violation if hereadsor
uses them.* The State
Bar of Maine's Profes-
sional Ethics Commis-
sion, on the other hand,
concluded that alawyer
receiving aninadvert-
ently produced confi-
dential document may
use the document and
theinformation con-
tained in it to the extent
permitted by the rules of procedure and evidence.® The
State Bar of Kentucky has stated that although it agreed
withthe view set forth in ABA Formal Opinion 92-368,
and the use of inadvertently disclosed informationis
“discouraged,” nevertheless, an attorney who retains and
uses privileged documentsinadvertently sent to him will
not be disciplined if agood faith argument can be made
that any privileged or protection that would otherwise
would have been obtained has been waived.® However,
the State Bar of Kentucky went on to note that there was
no controlling Kentucky case law on the issue of “inad-
vertent waiver” and cautioned that this concept had been
rejected by courts in some states, and therefore any
argument to retain and use such documents is made at the
risk of having the documents excluded from evidence and
possibly being disqualified from further representationin
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the matter.®© As for the sending attorney, the Ethics
Committee of the State Bar of Illinois specified that the
lawyer who inadvertently sent the material “has aduty to
advise aclient that confidential information wasinadvert-
ently transmitted to and read by opposing counsel.”

Georgia Law

Unfortunately for the Georgia practitioner, neither the
former Code of Professional Responsibility, nor the newly
adopted Georgia Rules of Professional Conduct, directly
addressthe issue of inadvertent disclosure of confidential,
privileged e-mail communications. Additionally, thereare
no formal advisory opinions considering thisissue,” and
research has failed to uncover any Georgia appellate
cases directly on point.

Despite the absence of a state court case or advisory
opinion directly on point respecting e-mail, Georgiacase
law does provide some insight as to how Georgia courts
might address the question of whether an inadvertent
disclosure constitutes awaiver of the attorney-client
privilege. The Georgia Court of Appeals has observed that
“[t]hough the attorney/client privilege hasrarely been
discussed at length by our courts, it is generally accepted
that ‘[t]he privilegein question isfor the protection and
benefit of the client, not of the attorney, so that the client’s
disclosures may not be used against him in controversies
with third persons, and so it is designed to secure the
client’ s confidence in the secrecy of hiscommunication,
and to promote greater freedom of consultation between
clientsand their legal advisers, its object being to secure
freedom in communications between attorney and client in
order that the former may act with full understanding of
the mattersin which heis employed.””* Under Georgia
law, “it isaxiomatic that the privilege belongsto theclient,
not the attorney”;* only the client may waive the privi-
lege.® In Revera v. Sate® the Court of Appeals, relying
on O.C.GA. § 24-9-24* and McKie v. Sate® stated
that “[t]he privileged nature of aconfidential communica-
tionisnot lost or waived even if the attorney should
voluntarily or inadvertently produce atranscript of the
communication.”® In Revera, the court held it error for
the State to use a confidential communication to refresh a
witness' recollection.®

If the rationale of these casesis followed, then
counsel’sinadvertent production of confidential email
should not automatically be deemed awaiver of the
attorney-client privilege. Instead, each case should be
tested onitsindividual factsto determine whether
counsdl’ sdisclosure should beimputed to the client as
either anintentional or carelesswaiver of privilege. In
making such adetermination, presumably, courtswould

undertake the type of balancing test adopted by other
jurisdictions.

Although federal districts courtsin Georgiahave
addressed the issue of whether an inadvertent disclosure
constitutes awaiver of the attorney-client privilege, these
courts have not employed the same approach in arriving at
their decisions. In Briggs & Sratton Corp. v. Concrete
Sales & Services® Judge Owens of the Middle District
of Georgiaadopted the balancing analysis, and stated that
the “case by case approach is the better approach” for
resolving these issues.® Subsequently, in Inre: Polypro-
pylene Carpet Antitrust Litigation* a Northern District
of Georgiacaseinvolving application of the law enforce-
ment investigatory privilege, Judge Murphy employed the
balancing test set forth in Briggs & Sratton, and ordered
the return of abox of Department of Justice investigatory
documentsinadvertently disclosed during the course of
litigation.> Judge Murphy also discussed the issue of
inadvertent waiver of the attorney-client privilegein the
context of amotion to disqualify receiving counsel. In
denying the motion, he cited the unsettled state of the law
in the 11" Circuit with respect to an attorney’s obligations
upon inadvertent receipt of documents that appear to be
privileged and whether such inadvertent disclosure
constitutes awaiver of the attorney-client privilege.® The
Court further held that “a party has a professional obliga-
tion to notify the court and its adversariesif it comesinto
possession of such documents.” %

Judge O’ Kelly of the Northern District of Georgia,
however, used a subjective test to determine that an
inadvertently produced letter from plaintiff to hiscounsel
was “ confidentially made to counsel for the purpose of
securing legal advice and assistance and thereforeis
protected by the attorney-client privilege under Georgia
law.”" In astrongly worded opinion, Judge O’ Kelly also
found under the facts of the case before him that the
improper use of theletter by receiving counsel could
expose that attorney to areferra to the Sate Bar.® In
contrast, Judge Carnes of the Northern District adopted a
strict, objectiverule, finding that the“inadvertent disclo-
sure of privileged documents waivesthe privilege.”®

Considerations for the Practitioner

Although thereisno professional or ethical prohibition,
per se on a Georgia attorney’s use of e-mail for commu-
nicating privileged or confidential informationto aclient,
counsel must nonethelessremain vigilant in protecting
confidential information from inadvertent disclosure. A
number of state bar associations have issued opinions that
suggest that the attorney obtain the client’s consent to use
e-mail for confidential communications, after disclosure of
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possiblerisks.® For certain highly sensitive communica-
tions, encrypted e-mail or other secure transmission may
be appropriate. ASABA Formal Opinion No. 99-413
observed, “when the lawyer reasonably believes that
confidential client information being transmitted isso
highly sensitive that extraordinary measuresto protect the
transmission are warranted, the lawyer should consult the
client as to whether another mode of transmission, such as
special messenger
delivery, iswarranted.
The lawyer then must
follow theclient’s
instructions asto the
mode of transmis-
sion.”®

If an inadvertent
disclosure of e-mail
occurs, one of the
factors considered in
determining whether a
waiver of the privilege
has occurred is the
reasonableness of the
precautions taken by counsel to avoid such errors.®
Although research failed to uncover acasein which
inadvertent disclosure of e-mail was the basis for a
malpractice claim, it isnot difficult to imagine a set of
circumstances in which a client suffers damages due to
counsel’ snegligent transmission of aconfidential e-mail to
the wrong recipient.® Factors such as whether the
client’s consent was obtained to use e-mail; the client’s
disclosure of and counseal’ s understanding of who has
access to the e-mail address to which communications are
sent; the attention given to assuring that e-mail addresses
are accurate; the care given to maintaining accurate e-
mail “addressbooks’; and “distribution lists’,* the
instructions given to staff regarding use of e-mail; any
notices of confidentiality placed on thee-mail,® and the
availability and use of encryption might all be material
considerations in determining whether counsel’s use of e-
mail breached the requisite duty of care to preserving
inviolate aclient’s confidences. Astechnological advances
render e-mail encryption more affordable, effective, and
presumably more widespread, the failure to use such
technology to prevent an inadvertent disclosure of confi-
dential e-mail might more readily found to be negligent.®

Conclusion

Until the State Bar of Georgia, Georgia appellate
courts, or its Georgiafederal district courts specifically
addresstheisissue of inadvertently disclosed e-mail,
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reasonableness of the precautions taken
by counsel to avoid such errors.°?
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counsel receiving such e-mail must proceed thoughtfully
and with caution. At aminimum, the receiving attorney
should promptly notify opposing counsel that he has
received the materials. Such notificationisparticularly
important if the recipient intends to use such information
during discovery or at trial, in order to avoid further
discovery disputes or charges of sandbagging. A recipient
who desires to use the information must also consider the
risksof disqualification
or other pre-tria
motionsthat may be
filed in an attempt to
minimizethe damage
done by the disclosure.
Infashioning their
arguments for and
against adetermination
that the attorney-client
privilege hasbeen
waived by the disclo-
sure, both receiving and
sending counsel should
consider thevarious
circumstances related to the disclosure, including the
precautions, if any, taken by the opponent to avoid disclo-
sure; the extent of the disclosure; the type of information
disclosed; and the measures taken by the opponent to try
to rectify the disclosure. Finally, throughout the process of
determining the effect of an inadvertent disclosure,
counsel always must proceed in afashion that zealously
represents their respective client’ sinterests, while remain-
ing mindful of their professional and ethical obligationsto
the court and the public.
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1. See S.C. Bar EthicsAdvisory Comm., Ethics Advisory Op.
94-27 (1995). That Committee, citing the fact that the very
nature of on-line services made it possible for system op-
erators to access communications transmitted through
them, stated that unless there is certainty that the electron-
ic attorney-client communications will remain confidential,
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communication with a client via on-line electronic media
may violate South Carolina ethics rules, absent an express
waiver by the client. This opinion was subsequently over-
ruled by S.C. Bar Ethics Advisory Comm. Ethics Advisory
Op. 97-08 (1997) in which the Committee stated the use of
e-mail to communicate client confidences does not violate
South Carolina ethics rules since an attorney has a reason-
able expectation of privacy in the e-mail transmission sys-
tem. See also, lowa Sup. Ct. Bd. of Prof’l Ethics & Con-
duct, Formal Op. 96-01(1996)(advising attorneys that sen-
sitive material should not be transmitted by e-mail [wheth-
er through the Internet, a non-secure intranet or other
types of proprietary networks] without client consent, en-
cryption, or an equivalent security system), amended by
lowa Sup. Ct. Bd. of Prof’l Ethics & Conduct, Formal Op.
97-01 (1997)(deleting Board determination of minimally
proper e-mail security, but retaining client consent require-
ment); N.C. State Bar Ethics Comm., Final Op. RPC-215
(1995)(advising attorneys to use the mode of communica-
tion that best maintains confidential information and cau-
tioning them against the use of e-mail without appropriate
disclosure and precautions).

See generally Joan C. Rogers, Ethical & Malpractice
Concerns Cloud Email On-Line Advice, ABA/BNA Law-
YERS' M ANUAL ON ProressioNAL CoNbucT CURRENT REPORTS,
March 6, 1996 <http://www.bna.com/prodhome/bus/
mopc_adnew?2.html>.

ABA Comm. on Ethics & Prof’l Responsibility, Formal Op.
99-413 (1999)(discussing the protection of confidentiality
of unencrypted e-mail).

Id. The ABA's Committee on Ethics & Professional Re-
sponsibility cited two main factors in support of its con-
clusion that e-mail users have a legitimate expectation of
privacy in their eemail communications. First, the Electron-
ic Communications Privacy Act of 1986 (“ECPA"), 18
U.S.C.A.882510-2522,2701-2710, 3117, & 3121 -3126
(West 2000), prohibits the unauthorized interception, dis-
closure, and use of the contents of electronic and wire
communications. Unauthorized disclosure of e-mail by an
“Internet Service Provider” (ISP) is aso afelony. 18
U.S.C.A. § 2702 (West 2000). Additionally, the ABA point-
ed to the “practical constraints’ on the ability of third par-
ties and ISPs to intercept a particular message from the
tens of millions of messages passing through the Internet.
Cf. O.C.GA. § 16-11-62 (4)(unlawful for “[a]ny person in-
tentionally and secretly to intercept by the use of any de-
vice, instrument, or apparatus the contents of a message
sent by telephone, telegraph, letter, or by any other means
of private communication”). Presumably this prohibition
would apply to the intentional interception of e-mail.

See, eg., Alaska Bar Ass'n Ethics Comm., Ethics Op. 98-2
(1998); D.C. Bar Legal Ethics Comm., Ethics Op. 281 (1998);
Ky. Bar Ass'n Comm. on Ethics, Advisory Op. E-403
(1998); N.Y. State Bar Ass'n Comm. on Prof’| Ethics, Ethics
Op. 709 (1998); Ill. State Bar Ass'n, Advisory Op. on Prof’|
Conduct 96-10 (1997); N.D. State Bar Ass' n Ethics Comm.,
Op. 97-09 (1997); S.C. Bar Ethics Advisory Comm., Ethics
Advisory Op. 97-08 (1997); Bd. of Professional Responsi-
bility of the Sup. Ct. of Tenn., Advisory Ethics Op. 98-A-
650(a) (1998)(overruling Advisory Ethics Op. 98-A-650
[1996] which prohibited the use of e-mail to transmit client
confidences and secrets unless client consent was ob-
tained or encryption or non-internet service provider was
used); Vt. Bar Ass'n Comm. on Prof’| Responsibility, Advi-

16.

17.

23
24,

sory Ethics Op. 97-5 (1997).

NetEthics Comm. Report, CompuTER LAwW SECTION NEWSLET-
TER, (Sate Bar of Georgia, Computer Law Section), (Oct.,
Nov., Dec. 1999), at 22.

Id. at 28. As a result of this determination, the Board con-
cluded “that [the] request did not present issues that merit
the drafting of a formal advisory opinion.” Id. The chair-
man of the Computer Law Section further advised that to
provide additional guidance in this area, efforts would be
made to draft a Comment to the Disciplinary Rules on this
issue. Id.

Ga. RuLEs oF ProF'L ConpbucTt Rule. 1.6 (2001). The maxi-
mum penalty for a violation of this Rule is disbarment. Id.
0O.C.GA. 8§ 24-9-24 (2000) provides as follows: “Communi-
cations to any attorney or to his employee to be transmit-
ted to the attorney pending his employment or in anticipa-
tion thereof shall never be heard by the court. The attor-
ney shall not disclose the advice or counsel he may give
to his client, nor produce or deliver up title deeds or other
papers, except evidences of debt left in his possession by
his client. This Code section shall not exclude the attorney
as a witness to any facts which may transpire in connec-
tion with his employment.”

Ga. RuLesorF ProF'L ConpbucT Rule. 1.6 cmt. 4 (2001).

Ga. RuLEs oF ProF L Conbuct Preamble 12 (2001).

See, e.g., Monroe Freedman, The Errant Fax, LEcAL TIMES,
Jan. 23, 1995, at 26, 45.

Id.at 45.

See generally GA. RuLEs oF ProrF’ L ConbucT Rule. 1.7
(2001).

Id. at cmt. 4 (“Loyalty to aclient is aso impaired when a
lawyer cannot consider, recommend or carry out an appro-
priate course of action to the client because of the lawyer's
other competing responsibilities or interests.”)

See GA. RuLEs oF ProF'L ConpucTt Rule. 1.16(a)(1) (2001)
(concerning declining or terminating representation of a
client).

See, e.g., Lazar v. Mauney, 192 FR.D. 324 (N.D. Ga.
2000)(party making the inadvertent disclosure moved for a
protective order).

See, e.g., Abamar Hous. & Dev., Inc., v. Lisa Daly Lady
Decor, Inc, 724 So. 2d 572 (Fla. Dist. Ct. App. 1998). Al-
though the court held that its ruling was “not to be con-
strued as creating an automatic disqualification rule for
inadvertent disclosure,” id. at 574 n.2, it nonetheless stat-
ed that “[t]he receipt of privileged documents is grounds
for disqualification of the attorney receiving the docu-
ments based on the unfair tactical advantage such disclo-
sure provides.” Id. at 573.

Ga. CopE oF ProF'L ConbucT Preamble 1 1 (2001).

Ga. CopEe oF ProF’L ResponsiBiLITY EC 9-6. (2000)(super-
ceded by the Georgia Rules of Prof’| Conduct effective
Jan. 1, 2001).

. “A lawyer should demonstrate respect for the law, the legal

system and for those who serve it, including judges, other
lawyers, and public officials.” Ga. RuLes oF Pror’ L CoN-
pucT Preamble 14 (2001).

ABA Comm. on Ethics & Prof’l Responsibility, Formal Op.
92-368 (1992)(discussing inadvertent disclosure of confi-
dentia materials).

Id.

ABA Ethics Comm’n 2000, Proposed R. 4.4 (1999)(public

continued on page 68
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(1975) (murder); Hammock v. State, 233 Ga. 733, 213 S.E.2d
618 (1975) (rape); Smithv. State, 236 Ga. 5, 222 S.E.2d 357
(1976) (armed robbery); Jamesv. State, 232 Ga. 834, 209
S.E.2d 176 (1974) (kidnapping with bodily injury).

107. 428 U.S. 153 (1976).

108. 433 U.S. 584 (1977).

109. 239 Ga. 400, 402, 236 S.E.2d 759 (1977).To effectuate the
legislative intent of a statute held unconstitutional, Collins
ordered the Court of Appeals to transfer appeals in the fol-
lowing types of cases to the Supreme Court: (1) cases in-
volving the revenues of the state, (2) election contests,
and (3) cases in which the constitutionality of any munici-
pal or county ordinance or other legislative enactment was
drawn into question. 1d. at 403 (3). The 1983 Constitution
gives the Supreme Court jurisdiction over the second and
third case categories but not the first. Consequently, the
Supreme Court no longer exercises jurisdiction over cases

involving state revenues. See Collins v. American Tel. &c.
Co., 265 Ga. 37, 456 S.E.2d 50 (1995).

110. 433U.S. 917 (1977).

111. Collins, 239 Ga. at 402-03, 236 S.E.2d at 761.

112. Godfrey v. Francis, 251 Ga. 652, 672, 308 S.E.2d 806, 822
(1983) (Gregory, J., dissenting).

113. 253 Ga. 524, 322 S.E.2d 711 (1984).

114. UniForm Sup. Cr. R. 34 (1) (A) (Unified Appeal Procedure).

115. See Weatherbed v. State, 271 Ga. 736, 524 S.E.2d 452 (1999)
(Benham, C. J., concurring specially).

116. See Phillipsv. State, 133 Ga. App. 461, 462, 211 S.E.2d 411,
413 (1974).

117. See Satev. Thornton, 253 Ga. 524, 322 S.E.2d 711 (1984).

118. See Union Camp Corp. v. Helmy, 258 Ga. 263, 264, 367
S.E.2d 796, 797 (1988).

119. See Erie R. Co. v. Tompkins, 304 U.S. 64 (1938).

Continued from page 23

discussion draft)<http://www.abanet.org/cpr/
ruled4draft.ntml>.

Id. at cmt. 3.

ABA Ethics Comm’n 2000, Proposed R. 4.4 - Reporter’s
Explanation of Changes (1999) <http://www.abanet.org/
cpr/ruleddmemo.htmi>.

See, e.g., Transport Equip. Sales Corp. v. BMY Wheeled
Vehicles, 930 F. Supp. 1187, 1187 - 88 (N.D. Ohio 1996);
Resolution Trust Corp. v. First of Am. Bank, 868 F.Supp.
217, 219-20 (W.D. Mich. 1994); Sate Comp. Ins. Fund v.
WPS, Inc., 70 Cal. App. 4th 644, 655, 82 Cal. Rptr. 2d 799,
807 —08(1994).

See, eg., Mendenhall v. Barber-Greene Co., 531 F. Supp.
951, 954-55 (N.D. I11. 1982)(in discussing circumstancesin
which an attorney may have been negligent in failing to
remove privileged letters from files before disclosing the
files to his opponent, the court stated that “if we are seri-
ous about the attorney-client privilege and its relation to
the client’s welfare, we should require more than such neg-
ligence by counsel before the client can be deemed to have
given up the privilege’); Helman v. Murry’s Steaks, Inc.,
728 F. Supp. 1099, 1104 (D. Del. 1990); Kansas-Nebraska
Natural Gas Co. v. Marathon Oil Co., 109 FR.D. 12, 20-21
(D. Neb. 1983).

Bank Brussels Lambert v. Credit Lyonnais (Suisse), S.A.,
160 FR.D.437, 442 (S.D.N.Y. 1995)(citations omitted), mot.
to compel produc. of docs. granted, mot. for protective
order denied, 1995 U.S. Dist. LEX1S 14808 (S.D.N.Y. 1995).
Id. At least one legislature has also weighed in on the is-
sue. California law provides that “[a] communication be-
tween a client and his or her lawyer is not deemed lacking
in confidentiality solely because the communication is
transmitted by facsimile, cellular telephone, or other elec-
tronic means between the client and his or her lawyer.” Cal
Evid. Code § 952 (2000).

See, e.g., WichitaLand & Cattle Co. v. Am. Fed. Bank,
F.SB. 148 FR.D.456, 457 (D.D.C. 1992); Ares-Serono, Inc. v.
Organon Int'l B.V., 160 F.R.D. 1, 4 (D. Mass. 1994); Int’|
Digital Sys. Corp. v. Digital Equip. Corp., 120 F.R.D. 445,
449-50 (D. Mass. 1988).

217.
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32. Hartford FirelIns. Co. v. Garvey, 109 FR.D. 323, 329 (N.D.
Cal. 1985).

This approach seems particularly to have taken hold in the
federal courts. See, e.g; O'Leary v. Parcell Co., 108 FR.D.
641, 644 (M.D. N.C. 1985); Suburban Sew N Sweep, Inc., v.
Swiss-Berninag, Inc. 91 F.R.D. 254, 260 (E.D. I11. 1981).

See, e.g., Alldread v. City of Grenada, 988 F.2d 1425, 1433
(5th Cir. 1993) (the court upheld the lower court’s applica-
tion of the five factor test and the conclusion drawn there-
from that although defendant had not taken reasonable
precautions to protect privileged materials from disclosure,
defendant could reasonably have discovered any privi-
leged materials, and plaintiff had become aware of full con-
tents of privileged materials, nevertheless, inadvertent dis-
closure did not waive privilege because defendant immedi-
ately asserted privilege upon learning of disclosure, and
considerations of fairness counseled in favor of ordering
materials returned); Harmony Gold U.S.A, Inc. v. FASA
Corp., 169 FR.D. 113, 116 (N.D. I1l. 1996).

Seg, eg., Fla Bar Ass'n Prof’| Ethics Comm., Ethics Op. 93-
3 (1994); Prof’l Ethics Comm’n of the Bd. of Overseers of
the Bar of Maine, Advisory Op. 146 (1994); Ohio Bd. of
Comm'’rs on Grievances & Discipline, Advisory Op. 93-11
(1993); Utah State Bar Ethics Advisory Op. Comm, Ethics
Op. 99-01 (1999); N.C. BarAss'n, Final Op. RPC-252 (1997);
Colo. Bar Ass' n Ethics Comm., Formal Ethics Op. 108
(2000).

D.C. Bar Legal Ethics Comm., Ethics Op. 256 (1995).

Id. Cf.Aerojet-Genera Corp. v. Transp. Indem. Ins., 18 Cal.
App. 4th 996, 22 Cal. Rptr. 2d 862 (1993)(court vacated
sanctions which trial court had imposed upon law firm for
failure to timely disclose innocent receipt of privileged
communications).

Prof’| Ethics Comm’n of the Bd. of Overseers of the Bar of
Maine, Advisory Op. 146 (1994).

Ky. Bar Ass'n Comm. on Ethics, Advisory Op. E-374 (1995).
Id.

I1l. State Bar Ass'n, Advisory Op. on Professional Conduct
98-04(1999).

As noted above, however, the Forma Advisory Opinion
Board of the State Bar of Georgia has informally approved
the use of e-mail as a means of communication with a client.
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Marriott Corp. v. American Acad. of Psychotherapists,
Inc., 157 Ga. App. 497, 501-02, 277 S.E.2d 785, 789
(1981)(quoting 97 C.J.S. Witnesses § 276).

Peterson v. Baumwell, 202 Ga. App. 283, 285, 414 S.E.2d
278, 280, (1991), cert. denied, 1992 Ga. LEX1S 1995 (Ga. Sup.
Ct. 1992); see also, Osborn v. Georgia, 233 Ga. App. 257,
260, 504 S.E.2d 74, 77 (1998); Moclairev. Georgia, 215 Ga.
App. 360, 363, 451 S.E.2d 68, 72 (1994), cert. denied in re-
lated proceeding, Morrill v. State, 1995 Ga. LEXIS 482 (Ga.
Sup. Ct. 1995).

See Nationsbank, N.A. v. Southtrust Bank of Georgia,
N.A., 226 Ga. App. 888, 896, 487 S.E.2d 701, 708 (1997) (“the
lawyer has no power to waive’ the attorney-client privi-
lege).

223 Ga. App. 450, 477 S.E.2d 849 (1996).

See supra note 5 and text.

165 Ga. 210, 140 S.E. 625 (1927).

223 Ga. App. at 452, 477 S.E.2d at 851.

Id. See also Moclaire v. Georgia, 215 Ga. App. 360, 363, 451
S.E.2d 68, 72, (Ga. App. 1994) (the court held that there is
no waiver of the attorney-client privilege without evidence
that client made a disclosure to attorney for the purpose of
having attorney impart the information to others or other-
wise authorized disclosure of attorney-client privileged
communications to third persons); Marriott Corp v. Ameri-
can Acad. of Psychotherapists, 157 Ga. App. 497, 277
S.E.2d 785 (1981) (no waiver of privilege found merely be-
cause plaintiff, without explanation, had obtained a copy
of a privileged communication).

176 F.R.D 695 (M.D. Ga. 1997).

Id. at 699.

181 FR.D. 680 (N.D. Ga. 1998).

Id. at 688 - 89.

Id. at 697 —99.

Id. at 700.

Lazar v. Mauney, 192 F.R.D. 324, 328 (N.D. Ga. 2000)

Id. at 330. In Lazar, a caustic letter from the plaintiff to his
counsel was inadvertently produced during a voluminous
document production. Plaintiff’s counsel discovered the
error soon after the disclosure, and requested that it be
returned. Defendant’s counsel did so, but unknown to
plaintiff’s counsel, defendant’s counsel retained a copy.
That copy was later used as an attachment to papers op-
posing plaintiff’s motion to compel, claiming that the attor-
ney-client privilege had been waived. Judge O'Kelly reject-
ed the assertion that the privilege had been waived. He
further found that found that defense counsel’s actions in
secretly retaining the copy and not letting the producing
attorney know that he disputed any claim of privilege, and
in asserting without any basis that the privilege had been
waived constituted ethical violations, and directed that a
copy of the Court’s Order be forwarded to the State Bar.
BellSouth Adver. & Publ’g Corp. v. American Bus.-Ligt,
Inc., 1992 U.S. Dist. LEXIS 17679 (N.D. Ga.1992).

Pa. Bar Ass'n Comm. of Legal Ethics & Prof’l Responsibili-
ty, Op. 97-130 (1997); State Bar of Arizona, Advisory Op.
97-04(1996).

ABA Comm. on Ethics & Prof’l Responsibility, Formal Op.
99-413(1999).

62. See supra text accompanying note 34.
63. To establish legal malpractice, a plaintiff must establish

three elements: “(1) employment of the defendant attorney,
(2) failure of the attorney to exercise ordinary care, skill

and diligence, and (3) that such negligence was the proxi-
mate cause of damage to the plaintiff.” Allen v. Lefkoff,
Duncan, Grimes & Dermer P.C., 265 Ga. 374, 375,453 S.E.2d
719, 720 (1995)(quoting Rogersv. Norvell, 174 Ga. App.
453, 457, 330 S.E.2d 392, 395 [1985]). With respect to the
“ordinary care, skill and diligence” element, “the law im-
poses upon [persons performing professional services] the
duty to exercise a reasonable degree of skill and care, as
determined by the degree of skill and care ordinarily em-
ployed by their respective professions under similar condi-
tions and like surrounding circumstances.” 259 Ga. 435,
436, 383 S.E.2d 867, 868 (1989)(case discusses architectural
malpractice).

. The author has experienced one instance where his e-mail

address was apparently placed on his opponent’s internal
e-mail distribution list for a case, and as a result, an e-mail
communication between the opposing partner and his as-
sociate was inadvertently sent to the author.

. Many attorneys now include a notice on all e-mails advis-

ing the recipient that the e-mail may contain confidential

information, and providing instructions as to the course of

action to take if the e-mail has been sent erroneously. An
example of such a disclosure follows:

NOTICE: This e-mail may contain information that is
privileged or otherwise confidential. It is intended
solely for the holder of the e-mail address to which it
has been directed, and should not be disseminated,
distributed, copied or forwarded to any other persons.
It is not intended for transmission to, or receipt by,
any other person. If you have received this e-mail in
error, please delete it without copying or forwarding
it, and notify us of the error by reply e-mail or by
calling Robert C. Port, Esqg., (770) 393-0990, so that our
address records can be corrected.

. See, e.g., Jones, Robert, Client Confidentiality: A Law-

yer's Duties with Regard to Internet E-Mail, Srate BAR oF
GeorglA ComPUTER L Aw SecTioN NEeTETHICS READINGS
<http://www.computerbar.org/netethics/bjones.htm>. In
evaluating whether an inadvertent disclosure of email rises
to the level of actionable negligence, some commentators
have suggested that the analysis follow the formulation
set forth by Learned Hand in United States v. Carroll Tow-
ing, 159 F.2d 169 (2d Cir. 1947). Under the “Hand Formula,”
a risk is unreasonable when the foreseeable probability of
the resulting harm times the gravity of the harm outweighs
the burden to the defendant of taking actions which would
have prevented harm. Thus, if encryption is easily accom-
plished at nominal cost, the fact that attorneys do not cur-
rently routinely use encryption might not be a defense to a
malpractice claim. See also N.Y. Sate Bar Ass'n Comm. on
Prof’l Ethics, Ethics Op. 709 (1998)(an attorney using e-
mail “must also stay abreast of this evolving technology
to assess any changes in the likelihood of interception as
well as the availability of improved technologies that may
reduce such risks at reasonable cost.”)
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