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ith a click of the mouse, your oppo-
nent has inadvertently e-mailed to you

a memo outlining case strategy, a
summary of the weaknesses in his case,

or other highly sensitive privileged and
confidential information. Or perhaps you

are the unlucky sender of such information to your opponent.
As the sender or recipient of such obviously misdirected e-
mail, what are your professional and ethical obligations?

Both the unintended recipient, as well as the attorney
responsible for the disclosure, face a number of competing
professional and ethical goals and obligations in determin-
ing the course of action that should be taken once it has
been discovered that confidential information inadvertently
has been disclosed. The sender has breached his duty to
preserve and protect his client’s secrets and for doing so,
he may face a professional liability claim from his client.
The attorney who received the misdirected e-mail now
has information which might be very useful in zealously
representing his client, but which he might not be able to
use because of his professional and ethical obligations.

Although research has failed to uncover Georgia cases

directly addressing inadvertently misdirected e-mail, a number
of cases and ethics opinions from Georgia and other jurisdic-
tions have dealt with counsel’s responsibility when mail, faxes,
and other privileged communications are misdirected to
opposing counsel. These authorities provide useful analytical
models for determining appropriate courses of action for the
sender and recipient of inadvertent e-mail disclosures.

This article initially considers whether e-mail is an
appropriate method for transmitting privileged information.
It then examines the various professional considerations
and ethical obligations that the sender and the recipient of
an inadvertent e-mail disclosure must evaluate in deter-
mining what course of action to take following the inad-
vertent disclosure. This article also discusses the manner
in which courts and state bar associations have addressed
the question of whether an inadvertent disclosure of
confidential and privileged information constitutes a
waiver of the attorney-client privilege, thus permitting the
disclosed information to be used by the recipient. Finally,
consideration also is given to the precautions an attorney
should consider taking when using e-mail, and the possible
exposure to malpractice liability for inadvertent disclosure.

Whoops!
You’ve Got Mail!

By Robert C. Port
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Should Attorneys Communicate
by E-mail?

An attorney’s ethical and professional obligations
require special consideration of whether e-mail is an
appropriate method to communicate with clients, co-
counsel, experts and others on matters that are subject to
the attorney-client privilege. The ability to communicate and
send documents and other attachments instantaneously and
with minimal cost has made e-mail an essential part of law
practice, but as with many new technologies, e-mail is not
without risk, including potential malpractice risk. Both an
attorney’s duty of confidentiality and the attorney-client
privilege require counsel to exercise reasonable care to
avoid disclosure of a client’s secrets and confidences. Is e-
mail a sufficiently secure means of communication to fulfill
these ethical and professional obligations?

Although some of the initial commentary on the issue
of e-mail security concluded that e-mail was an inappro-
priate means of communication of privileged communica-
tion,1  current analysis does not find fault, per se, with an
attorney’s use of e-mail for this purpose.2  The American
Bar Association (ABA) specifically concluded in its
Formal Opinion 99-413 that “a lawyer may transmit
information relating to the representation of a client by

unencrypted e-mail sent over the Internet without violating
the Model Rules of Professional Conduct (1998) because
the mode of transmission affords a reasonable expectation
of privacy from a technological and legal standpoint.”3

The ABA concluded that e-mail posed no greater risk of
interception or inadvertent disclosure than other types of
communication, such as mail and telephone, in which the
parties have a reasonable expectation of privacy for the
communications transmitted.4  This conclusion is consis-
tent with numerous state bar association opinions.5

The State Bar of Georgia has not formally addressed the
issue of the use of unencrypted e-mail, but, the Formal
Advisory Opinion Board of the State Bar of Georgia  re-
sponded to a request from its Computer Law Section for the
issuance of an opinion as to “whether unencrypted electronic
mail may be used to communicate with clients regarding
client matters.”6  The Formal Advisory Opinion Board
declined to issue a formal opinion, but stated unofficially in a
September 1999 letter to the Computer Law Section that “in
view of the criminal consequences for intercepting electronic
mail correspondence of others, a lawyer would clearly be
justified in concluding that correspondence with a client by
electronic mail would be confidential and that the use of such
electronic mail in communicating with a client would not have
disciplinary consequences.”7
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Overview of Competing Ethical and
Professional Obligations to be
Considered In the Event of an Inadvertent
Disclosure

Both the attorney who accidentally sends a confiden-
tial e-mail to his opponent, as well as the receiving attor-
ney, are immediately faced with competing ethical and
professional obligations. Attorneys are required to “main-
tain in confidence all information gained in the professional
relationship . . . including information the client has
requested to be held inviolate or disclosure of which would
be embarrassing or would likely be detrimental to the
client.”8  Indeed, counsel has a statutory obligation not to
disclose confidential communications.9  This is the funda-
mental principle in the client-lawyer relationship10  that
requires an attorney to protect his communications with
his own client. By sending the misdirected e-mail, counsel
has arguably breached this requirement of confidentiality.

Both the sending and receiving attorney must “zeal-
ously assert” his client’s position.11  By misdirecting
confidential e-mail, the sender arguably has failed to
zealously protect his client’s interests. In contrast, the
attorney receiving the misdirected e-mail, also having a
duty to zealously assert his client’s position, may now have
access to information that can be used to further his
client’s interests. Some authorities argue that in carrying
out the obligation of zealous representation of a client,
counsel should be entitled to take advantage of any error
or mistake by an opponent.12  In a case of inadvertent
disclosure, it is the disclosing attorney who arguably has
breached his obligation to preserve the confidences and
secrets of his client, and perhaps he ought to suffer the
consequences of doing so.13

The unintended recipient of an email must also
consider prohibitions against conflicts of interest.14  If an
attorney is placed in the position of trying to cure his
opponent’s mistake or to protect his opponent’s inadvert-
ent disclosure of privileged communications, then he may
be faced with the possibility of taking action that may be
in direct conflict with the interests of his client. Such a
conflict raises additional professional and ethical dilem-
mas, since the attorney’s response to his opponent’s
inadvertent disclosure may create a conflict with his duty
of loyalty15  to his client and possibly require his with-
drawal from representation of that client.16  Nevertheless,
if the recipient attempts to use such inadvertently dis-
closed information he may cause the disclosing attorney to
move to exclude the evidence17  or to disqualify receiving
counsel,18  which, if successful, may cause harm to the
recipient’s client.

On the other hand, the unintended e-mail recipient must
insure that he executes his duty of zealous representation
concurrently with those duties imposed upon him as “an
officer of the legal system and a citizen having special
responsibility for the quality of justice.”19  As such, he is
expected to act in a manner that promotes public confi-
dence in the integrity and efficiency of the legal system and
the legal profession. Indeed, the Georgia Code of Profes-
sional Responsibility’s Canons of Ethics exhorted attorneys
“to conduct [themselves] so as to reflect credit on the legal
profession and to inspire the confidence, respect, and trust
of . . . clients and of the public; and to strive to avoid not
only professional impropriety but also the appearance of
impropriety.”20  The new Georgia Rules of Professional
Conduct, which replaced the Canons of Ethics on January
1, 2001 include similar aspirational directives.21

ABA Pronouncements Concerning the
Obligations of a Recipient of An
Inadvertent Disclosure

In 1992, the ABA recognized that advances in tech-
nology had made it “more likely that through inadvertence,
privileged or confidential materials will be produced to
opposing counsel by no more than the push of the wrong
speed dial number on a facsimile machine.”22  In Formal
Opinion 92-368, the ABA considered such inadvertent
disclosures and opined that “[a] lawyer who receives
materials that on their face appear to be subject to the
attorney-client privilege or otherwise confidential, under
circumstances where it is clear they were not intended for
the receiving lawyer, should refrain from examining the
materials, notify the sending lawyer and abide the instruc-
tions of the lawyer who sent them.”23  More recently, the
ABA Ethics Commission on Evaluation of the Rules of
Professional Conduct (known as “Ethics 2000 Commis-
sion”) has proposed a modification to Rule 4.4 of the
Model Rules of Professional Conduct in order to address
the obligations of an attorney who has received an
inadvertent disclosure of confidential documents. Pro-
posed Rule 4.4(c) provides that “a lawyer who receives a
document and has reason to believe that the document
was inadvertently sent shall promptly notify the sender,”
but it omits the requirement of Formal Opinion 92-368 that
the receiving lawyer abide by the instructions of the
sender, thus leaving it to the attorney who made the
mistaken disclosure to take whatever protective measures
he deems appropriate.24  In its commentary to Proposed
Rule 4.4, the ABA Ethics Commission 2000 further
observed that other questions raised by the disclosure,
such as whether the original documents must be returned
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to the sender, or whether the privilege has been waived by
the disclosure, are questions of law beyond the scope of
the proposed Rule.25  The Commission Reporter’s expla-
nation of the proposed changes to the rule further com-
ments that a lawyer who voluntarily returns a document
unread “commits no act of disloyalty by choosing to act in
accordance with professional courtesy.”26

Court and State Bar Ethics Rulings
The courts and bars of the various states have reached

differing conclusions when considering the issue of whether
an inadvertent disclosure should be treated as a waiver of
the attorney-client privilege, thereby permitting the recipient
to make use of the information disclosed. Initially, it appears
that the majority of courts require the receiving lawyer to
notify the sending lawyer
that documents which
appear to be confidential
have been disclosed.27

In considering the
issues, some courts
have followed ABA
Formal Opinion 92-368,
or reached conclusions
that are consistent with
that Opinion. These
courts generally have
evaluated the mistaken
disclosure under a
subjective analysis to
determine whether
there was an intention
to waive the attorney-
client privilege.28  The
United States District
Court for the Southern District of New York observed that
there is a “twofold rationale” behind this view.29  “First, . .
. the privilege belongs to the client, so an act of the
attorney cannot effect the waiver, . . . [, and] [s]econd, a
‘waiver’ is by definition the intentional relinquishment of a
known right, and the concept of a ‘inadvertent waiver’ is
therefore inherently contradictory.”30

Other courts, however, have taken a strict objective
approach in determining whether an inadvertent disclosure
constitutes a waiver. Those courts have held that any
inadvertent disclosure of privileged documents is a waiver
of the attorney-client privilege, notwithstanding the client’s
subjective intent.31  Still other courts, and perhaps the
majority,32  have undertaken a balancing analysis, consid-
ering a number of factors to determine whether the
inadvertent disclosure waives the privilege.33  Such factors

include (1) the reasonableness of the precautions taken to
prevent disclosure; (2) the time taken to rectify the error;
(3) the scope of the discovery; (4) the extent of the
disclosure; and (5) the overriding issue of fairness .34

Ethics opinions from state bars are similarly divided.
The ethics committees of most state bars agree that an
attorney who receives inadvertently disclosed confidential
information must notify the other lawyer.35  However, the
various state bars have conflicting thoughts on the duties
of the receiving attorney thereafter. For example, the
Legal Ethics Committee of the District of Columbia Bar
held that it would not be improper to retain and use
confidential documents inadvertently sent by opposing
counsel, if it was not facially obvious that the documents
were confidential, and the recipient had to read the
documents before determining that they were not intended

for him.36  Nevertheless,
if the recipient knows of
the inadvertent disclo-
sure before the materi-
als are examined, then
he must return them
unread, and may
commit an ethical
violation if he reads or
uses them.37  The State
Bar of Maine’s Profes-
sional Ethics Commis-
sion, on the other hand,
concluded that a lawyer
receiving an inadvert-
ently produced confi-
dential document may
use the document and
the information con-
tained in it to the extent

permitted by the rules of procedure and evidence.38  The
State Bar of Kentucky has stated that although it agreed
with the view set forth in ABA Formal Opinion 92-368,
and the use of inadvertently disclosed information is
“discouraged,” nevertheless, an attorney who retains and
uses privileged documents inadvertently sent to him will
not be disciplined if a good faith argument can be made
that any privileged or protection that would otherwise
would have been obtained has been waived.39  However,
the State Bar of Kentucky went on to note that there was
no controlling Kentucky case law on the issue of “inad-
vertent waiver” and cautioned that this concept had been
rejected by courts in some states, and therefore any
argument to retain and use such documents is made at the
risk of having the documents excluded from evidence and
possibly being disqualified from further representation in

Both the sending and receiving attorney
must “zealously assert” his client’s
position.11  By misdirecting confidential
e-mail, the sender arguably has failed to
zealously protect his client’s interests.
In contrast, the attorney receiving the
misdirected e-mail...may now have
access to information that can be used to
further his client’s interests.
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the matter.40  As for the sending attorney, the Ethics
Committee of the State Bar of Illinois specified that the
lawyer who inadvertently sent the material “has a duty to
advise a client that confidential information was inadvert-
ently transmitted to and read by opposing counsel.”41

Georgia Law
Unfortunately for the Georgia practitioner, neither the

former Code of Professional Responsibility, nor the newly
adopted Georgia Rules of Professional Conduct, directly
address the issue of inadvertent disclosure of confidential,
privileged e-mail communications. Additionally, there are
no formal advisory opinions considering this issue,42  and
research has failed to uncover any Georgia appellate
cases directly on point.

Despite the absence of a state court case or advisory
opinion directly on point respecting e-mail, Georgia case
law does provide some insight as to how Georgia courts
might address the question of whether an inadvertent
disclosure constitutes a waiver of the attorney-client
privilege. The Georgia Court of Appeals has observed that
“[t]hough the attorney/client privilege has rarely been
discussed at length by our courts, it is generally accepted
that ‘[t]he privilege in question is for the protection and
benefit of the client, not of the attorney, so that the client’s
disclosures may not be used against him in controversies
with third persons, and so it is designed to secure the
client’s confidence in the secrecy of his communication,
and to promote greater freedom of consultation between
clients and their legal advisers, its object being to secure
freedom in communications between attorney and client in
order that the former may act with full understanding of
the matters in which he is employed.’”43  Under Georgia
law, “it is axiomatic that the privilege belongs to the client,
not the attorney”;44  only the client may waive the privi-
lege.45  In Revera v. State,46  the Court of Appeals, relying
on O.C.G.A. § 24-9-2447  and McKie v. State,48  stated
that “[t]he privileged nature of a confidential communica-
tion is not lost or waived even if the attorney should
voluntarily or inadvertently produce a transcript of the
communication.”49  In Revera, the court held it error for
the State to use a confidential communication to refresh a
witness’ recollection.50

If the rationale of these cases is followed, then
counsel’s inadvertent production of confidential email
should not automatically be deemed a waiver of the
attorney-client privilege. Instead, each case should be
tested on its individual facts to determine whether
counsel’s disclosure should be imputed to the client as
either an intentional or careless waiver of privilege. In
making such a determination, presumably, courts would

undertake the type of balancing test adopted by other
jurisdictions.

Although federal districts courts in Georgia have
addressed the issue of whether an inadvertent disclosure
constitutes a waiver of the attorney-client privilege, these
courts have not employed the same approach in arriving at
their decisions. In Briggs & Stratton Corp. v. Concrete
Sales & Services,51  Judge Owens of the Middle District
of Georgia adopted the balancing analysis, and stated that
the “case by case approach is the better approach” for
resolving these issues.52  Subsequently, in In re: Polypro-
pylene Carpet Antitrust Litigation,53  a Northern District
of Georgia case involving application of the law enforce-
ment investigatory privilege, Judge Murphy employed the
balancing test set forth in Briggs & Stratton, and ordered
the return of a box of Department of Justice investigatory
documents inadvertently disclosed during the course of
litigation.54  Judge Murphy also discussed the issue of
inadvertent waiver of the attorney-client privilege in the
context of a motion to disqualify receiving counsel. In
denying the motion, he cited the unsettled state of the law
in the 11th Circuit with respect to an attorney’s obligations
upon inadvertent receipt of documents that appear to be
privileged and whether such inadvertent disclosure
constitutes a waiver of the attorney-client privilege.55  The
Court further held that “a party has a professional obliga-
tion to notify the court and its adversaries if it comes into
possession of such documents.” 56

Judge O’Kelly of the Northern District of Georgia,
however, used a subjective test to determine that an
inadvertently produced letter from plaintiff to his counsel
was “confidentially made to counsel for the purpose of
securing legal advice and assistance and therefore is
protected by the attorney-client privilege under Georgia
law.”57  In a strongly worded opinion, Judge O’Kelly also
found under the facts of the case before him that the
improper use of the letter by receiving counsel could
expose that attorney to a referral to the State Bar.58  In
contrast, Judge Carnes of the Northern District adopted a
strict, objective rule, finding that the “inadvertent disclo-
sure of privileged documents waives the privilege.”59

Considerations for the Practitioner
Although there is no professional or ethical prohibition,

per se, on a Georgia attorney’s use of e-mail for commu-
nicating privileged or confidential information to a client,
counsel must nonetheless remain vigilant in protecting
confidential information from inadvertent disclosure. A
number of state bar associations have issued opinions that
suggest that the attorney obtain the client’s consent to use
e-mail for confidential communications, after disclosure of
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possible risks.60  For certain highly sensitive communica-
tions, encrypted e-mail or other secure transmission may
be appropriate. As ABA Formal Opinion No. 99-413
observed, “when the lawyer reasonably believes that
confidential client information being transmitted is so
highly sensitive that extraordinary measures to protect the
transmission are warranted, the lawyer should consult the
client as to whether another mode of transmission, such as
special messenger
delivery, is warranted.
The lawyer then must
follow the client’s
instructions as to the
mode of transmis-
sion.”61

If an inadvertent
disclosure of e-mail
occurs, one of the
factors considered in
determining whether a
waiver of the privilege
has occurred is the
reasonableness of the
precautions taken by counsel to avoid such errors.62

Although research failed to uncover a case in which
inadvertent disclosure of e-mail was the basis for a
malpractice claim, it is not difficult to imagine a set of
circumstances in which a client suffers damages due to
counsel’s negligent transmission of a confidential e-mail to
the wrong recipient.63  Factors such as whether the
client’s consent was obtained to use e-mail; the client’s
disclosure of and counsel’s understanding of who has
access to the e-mail address to which communications are
sent; the attention given to assuring that e-mail addresses
are accurate; the care given to maintaining accurate e-
mail “address books”; and “distribution lists”,64  the
instructions given to staff regarding use of e-mail; any
notices of confidentiality placed on the e-mail,65  and the
availability and use of encryption might all be material
considerations in determining whether counsel’s use of e-
mail breached the requisite duty of care to preserving
inviolate a client’s confidences. As technological advances
render e-mail encryption more affordable, effective, and
presumably more widespread, the failure to use such
technology to prevent an inadvertent disclosure of confi-
dential e-mail might more readily found to be negligent.66

Conclusion
Until the State Bar of Georgia, Georgia appellate

courts, or its Georgia federal district courts specifically
address the is issue of inadvertently disclosed e-mail,

counsel receiving such e-mail must proceed thoughtfully
and with caution. At a minimum, the receiving attorney
should promptly notify opposing counsel that he has
received the materials. Such notification is particularly
important if the recipient intends to use such information
during discovery or at trial, in order to avoid further
discovery disputes or charges of sandbagging. A recipient
who desires to use the information must also consider the

risks of disqualification
or other pre-trial
motions that may be
filed in an attempt to
minimize the damage
done by the disclosure.
In fashioning their
arguments for and
against a determination
that the attorney-client
privilege has been
waived by the disclo-
sure, both receiving and
sending counsel should
consider the various

circumstances related to the disclosure, including the
precautions, if any, taken by the opponent to avoid disclo-
sure; the extent of the disclosure; the type of information
disclosed; and the measures taken by the opponent to try
to rectify the disclosure. Finally, throughout the process of
determining the effect of an inadvertent disclosure,
counsel always must proceed in a fashion that zealously
represents their respective client’s interests, while remain-
ing mindful of their professional and ethical obligations to
the court and the public. �
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If an inadvertent disclosure of e-mail
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determining whether a waiver of the
privilege has occurred is the
reasonableness of the precautions taken
by counsel to avoid such errors.62
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